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Backstory – the first rental scooters
● Bird ’s Xiaomi Mi M365
● consumer-grade
● minor modifications
● custom controller
● replacement “bird brains ” 

available on AliExpress
● whole scooter for ~$400 



 



Lime Gen 2 (early 2018) 
● Highly customized specifically rental
● More durable and tamper resistant



 



The plan: replace the lime brain
1. Figure out what the brain does

a. Get a scooter (easy)
b. Capture brain to scooter 

communication (medium?)
c. Interpret the data (hard??)

2. Replay data to impersonate the brain 
(???)

3. Make a board  to replace  a brain 
(?????)



What the Brain Does
● Get “signal analyzer ” to analyze signals
● Connect analyzer wires to scooter wires
● Pay for scooter on app – record data



Data
● Data is UART
● Dumped it to text.
● Send over serial with 

Python
● Connect scooter and 

laptop with FTDI
● “lime_bike”



Make a board?

● I can turn on the scooter with my laptop.
● I can not ride scooter with my laptop.
● arduino and ~300 LOC worked
● Original prototype was in tupperware 

container, a cable, and a buck converter
● Downsides

○ Not very reproducible
○ buck converters kept exploding
○ bulky



Bringing my Product to Market
● My (then) local hackerspace had a 

bunch of these boards for free
● ATtiny85 programmable with Arduino
● some cheap components
● creative thinking



The cable
● A very specific “ebike ” cable
● Important to make re-use easy
● Only available from China. Difficult 

to buy.
● Some fell off the back of a truck



● I bundled everything into a kit
● sold 50+ through word of mouth for 

~$20 (cost + shipping)
● Programming chips is annoying
● Many scooters were recycled
● Also free chargers!!!



addendum
● Hardware hacking is fun. Shoutout Jake & Sudoroom in Oakland
● Lime stopped using these in 2020
● Newer scooters are much harder to tamper with
● The motors and batteries scooters are also nice to recycle
● These things are really dangerous
● Bird is bankrupt


