Recycling Lime Rental
Scooters for

Personal Use

A Story of the Lime Gen 2
2018-2020



Backstory — the first rental scooters
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Bird ’s Xiaomi Mi M365
consumer-grade

minor modifications
custom controller
replacement “bird brains ”
available on AliExpress
whole scooter for ~$400
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Dashboard for Xiaomi M365 Pro 1S
Bluetooth BT Circuit Board Parts
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Welcome deal
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BIRD

$1to Start
Ride Anywhere

Unlockin App
BIRDAPP.COM
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Lime Gen 2 (early 2018)

e Highly customized specifically rental
¢ More durable and tamper resistant

www.alamy.com
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The plan: replace the lime brain
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l. Figure out what the brain does <V
a. Geta scooter (easy) AL e -
b. Capture brain to scooter . |

communication (medium?)

c. Interpret the data (hard??)

2. (Rep)lay data to impersonate the brain
1444

3. Make a board to replace a brain
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What the Brain Does

e Get “signal analyzer ” to analyze signals
e Connect analyzer wires to scooter wires
e Payfor scooter on app — record data




sleep(l.1

[6431299 RX: 46 43 16 21 00 09 06 4E dF 57 53 41 4E 30 31 9 print('set blue wire low for 0.5 sec')
6450704 RX: 46 43 16 21 00 09 06 4E dF 57 53 41 4E 30 31 9
6470106 RX: 46 43 16 21 00 09 06 4E 4F 57 53 41 4E 30 31 90 60 ser.dtr = not ser.dtr
8151748 RX: 46 58 0C FF 00 15 11 00 00 40 00 00 41 3B 95 42 00 75 44 3F 52 00 61 F0 80 00 0 - ' S - '
8190338 TX: 46 43 16 11 00 02 01 OF E6 A5 print('sleep for 0.5 sec’)
a 8201506 RX: 46 43 16 11 00 02 01 OF E6 A5 sleep(0.51)
8217076 TX: 46 43 16 90 00 04 01 OF 21 00 B4 91 Z : :
8230194 RX: 46 58 0C FF 00 15 11 00 00 40 00 00 41 3B 8F 42 00 77 44 40 52 00 61 FO 80 00 0 print('set blue wire high')

8267975 TX: 46 43 16 90 00 04 01 OF 21 00 B4 91 _
8281408 RX: 46 43 16 90 00 04 01 40 21 00 85 0D ser.dtr = not ser.dtr
8398779 TX: 46 43 16 61 00 01 F1 F2 8F
8408978 RX: 46 58 0C FF 00 15 11 00 00 40 00 00 41 3B A2 42 00 77 44 40 52 00 61 F1 80 00 0
8F

A 8446330 TX: 46 43 16 61 00 01 F1 F: sleep(0.10)
8456542 RX: 46 43 16 61 00 01 F1 F2 8F ¥ < :
() aw’ ls 8568759 TX: 46 43 16 12 00 01 F1 2B 26 print('send datas')
8578794 RX: 46 58 0C FF 00 15 11 00 00 40 00 00 41 3B A9 42 00 77 44 40 52 00 61 F1 80 00 0

P 8616031 TX: 46 43 16 12 00 01 F1 2B 26 packet = ser.read(8).hex()
8626150 RX: 46 4316 12 00 01 F1 2B 26 : AR 2 6 E6 AS5'
Dulll d lt to text. 9176892 RX: 46 58 0C FF 00 15 11 00 00 40 00 00 41 3B 7B 42 00 77 44 40 52 00 61 F1 80 00 ¢ ser.\vr1te(t3ytes.fromhex( 46 43 16 11 00 02 01 OF E6 A5'))
9257172 TX: 46 43 11 71 00 00 94 60 sleep(0.017)

9266075 RX: 46 43 11 71 00 08 00 00 00 00 00 00 01 DF C2 OF

. . 9388945 TX: 46 43 11 12 00 00 58 58 ser.write(bytes.fromhex('46 43 16 90 00 04 01 OF 21 00 B4 91'))
o n overserla Wl 9398024 RX: 06 58 OC FF 00 15 1100 00 40 00 00 41 3882 42 0077 044052 0061 F1 80000 -~ o7 gy (0. 035)

9445230 TX: 46 43 11 12 00 00 58 5B
9454348 RX: 46 43 11 12 00 01 F1 4C F2 ser.write(bytes.fromhex('46 43 16 90 00 04 01 OF 21 00 B4 91'))

10005304 R: 00 00 40 00 00 41 3B 8F 42 00 75 44 3F 52 00 61 F1 80 00
OI l 10556682 R

00 00 40 00 00 41 3B 88 42 00 77 44 40 52 00 61 F180 00 ©° sleep(0.118)
11108583 R 00 00 40 00 00 41 3B BF 42 00 77 44 40 52 00 61 F1 80 00 ; s % o
11660037 R 0000 40 00 00 41 3B 8F 42 0077 4a 4p 52 00 61 F1 o oo - Ser.write(bytes.fromhex('46 43 16 61 00 01 F1 F2 8F'))
® onnect scooter an 12211289 R 00 00 40 00 00 41 38 8F 42 00 77 44 4D 52 00 61 F1 8000 - <1 g (0. 037)
12762632 R 00 00 40 00 00 41 3B 8F 42 00 77 44 40 52 00 61 F1 80 00
13313977 R 00 00 40 00 00 41 38 6F 42 0077 44 40 52 00 61 F1 8000 1.5 ser .write (bytes.fromhex('46 43 16 61 00 01 F1 F2 8F'))
] 13865433 R 00 00 40 00 00 41 3B 8F 42 00 77 44 40 52 00 61 F1 80 00
laptop Wlth F I Dl 14416767 R 00 00 40 00 00 41 3B 8F 42 00 77 44 40 52 00 61 F1 8000 ©~ Sleep(0.112)
14968607 R 00 00 40 00 00 41 3B 95 42 00 77 44 40 52 00 61 F1 80 00 ; ik =
15519826 R 00 00 40 00 00 41 38 95 42 00 77 a4 0 52 00 61 F1 so oo - Ser.write(bytes.fromhex('46 43 16 12 00 01 F1 28 26'))
" ° ° ” 16071078 R 000040 0000 41 35 95 42 0077 44.4D 52 00 61 F1 8000 71 gl aep (0.037)
. 1 m e 1 e 16622417 R 00 00 40 00 00 41 3B 95 42 00 77 44 40 52 00 61 F1 80 00
— 17174184 R 00 00 40 00 00 41 38 9542 0077 44 0 52 00 61 F1 8000 72 ser.write (bytes.fromhex('46 43 16 12 00 01 F1 2B 26'))

17725525 R:
18276774 R:

00 00 40 00 00 41 3B 95 42 00 77 44 40 52 00 61 F1 80 00
00 00 40 00 00 41 3B 95 42 00 77 44 40 52 00 61 F1 80 00 Sleep(“." 2 )

18828041 R 00 00 40 00 00 41 3B 95 42 00 77 44 40 52 00 61 F1 80 00 : " AR - A EQ
19379400 RX: 46 58 0C FF 00 15 11 00 00 40 00 00 41 3B 95 42 00 77 44 40 52 00 61 F1 80 00 ser.write(bytes.fromhex('46 43 11 71 00 00 9A 60'))
nl, Coll sleep(0.123)
ser.write(bytes.fromhex('46 43 11 12 00 00 58 5B'))
sleep(0.047)

J Reload & | scooter-on-off-two.sr X on-ridee-pause-resume-off.sr X
on-ridee-pause-resume-off.sr B@®
O]~ E ¥ 35 v (= = 6 '”' on-ridee-pause-resume-off.sr ~ /

+3:24.530 +3:24.540 +3:24.550 +3:24.560 +3:24.570 +3:24.580 +3:24.590 +3:24.600 +3:24.610 +3:24.620 +3:24.630 +3:24.640 +3:24.650 +3:24.660 +3:24.670
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Make a board?

I can turn on the scooter with my laptop.
| can not ride scooter with my laptop.
arduino and “300 LOC worked
Orlgma,l prototype was in tupperware
container, a cable, and a buck converter
Downsides

o Not very reproducible

o buck converters kept exploding
o bulky




Bringing my Product to Market

My (then) local hackerspace had a button
bunch of these boards for free I_l

ATtiny85 programmable with Arduino
some cheap components
creative thinking

sudoroom
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capacitor E

printed side faces left

cable to
scooter
yellow wire
unused
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The cable

A very specific “ebike ” cable
Important to make re-use easy

Only available from China. Difficult
to buy.

Some fell of f the back of a truck
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| bundled everything into a kit

sold 50+ through word of mouth for
~$20 (cost + shipping)

Programming chips is annoying
Many scooters were recycled

Also free chargerslll




addendum

Hardware hacking is fun. Shoutout Jake & Sudoroom in Oakland
Lime stopped using these in 2020

Newer scooters are much harder to tamper with

The motors and batteries scooters are also nice to recycle

“These things are really dangerous
Bird is bankrupt




